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End User License Agreement 

This End User License Agreement (“Agreement”) is between you (“you” or “Customer”) and 
LOQR, S.A., a company registered in Portugal, with NIPC (Portuguese Collective Person / 
Registration Identification Number) 513653457, whose registered office is at Rua D. Maria II, 
n.º 15, 4610-164 Felgueiras, Portugal (“Publisher”) from which you are procuring Offerings 
(defined below) and governs your use of Offerings purchased through Azure Marketplace 
and AppSource Marketplace (collectively, “Marketplace”). 

This Agreement is the parties’ entire agreement on this subject and merges and supersedes 
all related prior and contemporaneous agreements. By agreeing to these terms, you represent 
and warrant that you have the authority to accept this Agreement, and you also agree to be 
bound by its terms. This Agreement applies to all Orders entered into under this Agreement. 
Capitalized terms have the meanings given under “Definitions.” 

I. License to Offerings 

a. License grant. Offerings are licensed and not sold. Upon Microsoft’s acceptance of 
an Order, and subject to Customer’s compliance with this Agreement, Publisher 
grants Customer a nonexclusive and limited license to use the ordered Offerings. 
These licenses are solely for Customer’s own use and business purposes and are 
nontransferable except as expressly permitted under this Agreement or applicable law. 

b. Duration of licenses. Licenses granted on a subscription basis expire at the end of 
the applicable subscription period set forth in the Order, unless renewed.  

c. End Users. Customer will control access to and use of the Offerings by End Users and 
is responsible for any use of the Offerings that does not comply with this Agreement. 

d. Affiliates. Customer may order Offerings for use by its Affiliates. If it does, the 
licenses granted to Customer under this Agreement will apply to such Affiliates, but 
Customer will have the sole right to enforce this Agreement against Publisher. 
Customer will remain responsible for all obligations under this Agreement and for its 
Affiliates’ compliance with this Agreement and any applicable Order(s). 

e. Reservation of Rights. Publisher reserves all rights not expressly granted in this 
Agreement. Offerings are protected by copyright and other intellectual property laws 
and international treaties. No rights will be granted or implied by waiver or estoppel. 
Rights to access or use Offerings on a device do not give Customer any right to 
implement Publisher’s patents or other intellectual property in the device itself or in 
any other software or devices. 

f. Restrictions. Except as expressly permitted in this Agreement, Documentation or an 
Order, Customer must not (and is not licensed to): 

(1) modify, adapt, reverse engineer or decompile, disassemble or otherwise 
attempt to derive source code from the Offerings, translate or alter or make 
derivative works thereof, unless permitted according to mandatory law, or 
attempt to do so; 

(2) remove any of Publisher’s proprietary notices or legends, including any 
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Publisher Trademark contained in or on the Offerings or the documentation, 
without the specific prior written consent of Publisher; 

(3) work around any technical limitations in an Offering or restrictions in 
Documentation; 

(4) install or use any third-party software or technology in any way that 
would subject Publisher’s intellectual property or technology to any other 
license terms; 

(5) make any copies of the Offerings or the documentation, in whole or in part;  

(6) distribute or otherwise make the Software, or any password, key, or other 
access code for the Offerings available to any third party, in whole or in part; 

(7) remove, minimize, block, or modify any titles, logos, trademarks, notices for 
any intellectual property rights including trademark, copyright and patent, 
digital watermarks, disclaimers, or other legal notices that are included in the 
Offerings; 

(8) upgrade or downgrade parts of an Offering at different times; 

(9) use an Offering for any unlawful purpose; 

(10) transfer parts of an Offering separately; or 

(11) distribute, assign, sublicense, rent, loan, lease, lend or otherwise transfer any 
Offerings, in whole or in part, or use them to offer hosting services to a third 
party. 

g. License transfers. Customer may only transfer fully paid licenses to (1) an Affiliate or 
(2) a third party solely in connection with the transfer of hardware to which, or 
employees to whom, the licenses have been assigned as part of (A) a divestiture of 
all or part of an Affiliate or (B) a merger involving Customer or an Affiliate. Upon such 
transfer, Customer must uninstall and discontinue using the licensed Offering and 
render any copies unusable. Customer must notify Publisher of a License transfer 
and provide the transferee a copy of this Agreement and any other documents 
necessary to show the scope, purpose, and limitations of the licenses transferred. 
Attempted license transfers that do not comply with this section are void. 

h. Feedback. Any Feedback is given voluntarily, and the provider grants to the recipient, 
without charge, a non-exclusive license under provider’s owned or controlled non-
patent intellectual property rights to make, use, modify, distribute, and commercialize 
the Feedback as part of any of recipient’s products and services, in whole or in part 
and without regard to whether such Feedback is marked or otherwise designated by 
the provider as confidential. The provider retains all other rights in any Feedback and 
limits the rights granted under this section to licenses under its owned or controlled 
non-patent intellectual property rights in the Feedback (which do not extend to any 
technologies that may be necessary to make or use any product or service that 
incorporates, but are not expressly part of, the Feedback, such as enabling 
technologies). 
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II. Privacy. 

a. Personal Data. Customer consents to the processing of Personal Data by Publisher and 
its Affiliates, and their respective agents and Subcontractors, as provided in this 
Agreement. Before providing Personal Data to Publisher, Customer will obtain all 
required consents from third parties (including Customer’s contacts, partners, 
distributors, administrators, and employees) under applicable privacy and Data 
Protection Laws. 

b. Processing of Personal Data; GDPR. To the extent Publisher is a processor or 
subprocessor of Personal Data subject to the GDPR, the Data Protection Agreement 
made available by the Publisher at the applicable URL for such terms or as otherwise 
communicated to Customer, govern that processing and the parties also agree to the 
following terms in this subsection (“Processing of Personal Data; GDPR”): 

(1) Processor and Controller Roles and Responsibilities. Customer and Publisher 
agree that Customer is the controller of Personal Data and Publisher is the 
processor of such data, except when (a) Customer acts as a processor of 
Personal Data, in which case Publisher is a subprocessor or (b) stated 
otherwise in any Offering-specific terms. Publisher will process Personal Data 
only on documented instructions from Customer. In any instance where the 
GDPR applies and Customer is a processor, Customer warrants to Publisher 
that Customer’s instructions, including appointment of Processor as a 
processor or subprocessor, have been authorized by the relevant controller. 

(2) Processing Details. The parties acknowledge and agree that: 

(A) the subject-matter of the processing is limited to Personal Data within 
the scope of the GDPR; 

(B) the duration of the processing will be for the duration of the 
Customer’s right to use the Offering and until all Personal Data is 
deleted or returned in accordance with Customer instructions or the 
terms of this Agreement; 

(C) the nature and purpose of the processing will be to provide the Offering 
pursuant to this Agreement; 

(D) the types of Personal Data processed by the Offering include those 
expressly identified in Article 4 of the GDPR; and 

(E) the categories of data subjects are Customer’s representatives and end 
users, such as employees, contractors, collaborators, and customers, 
and other data subjects whose Personal Data is contained within any 
data made available to Publisher by Customer. 

(3) Data Subject Rights; Assistance with Requests. Publisher will make 
information available to Customer in a manner consistent with the 
functionality of the Offering and Publisher’s role as a processor of Personal 
Data of data subjects and the ability to fulfill data subject requests to exercise 
their rights under the GDPR. Publisher will comply with reasonable requests 
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by Customer to assist with Customer’s response to such a data subject 
request. If Publisher receives a request from Customer’s data subject to 
exercise one or more of its rights under the GDPR in connection with an 
Offering for which Publisher is a data processor or subprocessor, Publisher 
will redirect the data subject to make its request directly to Customer. 
Customer will be responsible for responding to any such request including, 
where necessary, by using the functionality of the Offering. Publisher will 
comply with reasonable requests by Customer to assist with Customer’s 
response to such a data subject request. 

(4) Use of Subprocessors. Customer consents to Publisher using subprocessors. 
Publisher remains responsible for its subprocessors’ compliance with the 
obligations herein.  

(5) Records of Processing Activities. Publisher will maintain all records required 
by Article 30(2) of the GDPR and, to the extent applicable to the processing 
of Personal Data on behalf of Customer, make them available to Customer 
upon request. 

III. Confidentiality. 

a. Confidential Information. “Confidential Information” is non-public information directly 
or indirectly disclosed by either Party (the “Disclosing Party”) to the other Party (the 
“Receiving Party”) or accessible to the Receiving Party pursuant to this Agreement 
that is designated “confidential” or given the nature of the information or the 
circumstances surrounding its disclosure, that a reasonable person should 
understand is confidential, whether technical or non-technical, commercial or of a 
different nature, relating to customers, computer systems and applications, products 
and/or services, financial information and respective documentation, including 
without limitation, such as balance sheets, invoices, tax returns, bank information, 
employee remuneration and other information relating to employment contracts and 
labour procedures, any contracts or proposals with third parties, as well as 
documents, reports drawn up in the course of and as a consequence of the activities 
and tasks carried out, regardless of their format of origin, work or archive, as well as 
any recordings in audio or video format if meetings are held using videoconferencing 
or telephone conferences, specifications and any clarifications thereof (presented or 
to be presented), proposals submitted or requested, marketing plans, pricing and 
cost information, drawings, plans, specifications, other projects, technical data, trade 
secrets, research, inventions, processes, designs, market strategies, security 
information, procedures used in the pursuit of its activity, methods, ideas, techniques, 
formulas and "know-how" of any of the Parties, and, in general, everything 
concerning its activity, of its clients, statutory bodies, employees (including 
organizational charts, remuneration practiced, functions performed by the personnel 
in service), suppliers and service providers, which is exchanged between the Parties, 
including in the course of negotiations, and which is not public knowledge, including, 
but not limited to, Customer Data, the terms of this Agreement, and Customer’s 
account authentication credentials. Confidential Information does not include 
information that: (1) was already known to the recipient at the time of disclosure; (2) 
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was developed independently by the recipient; (3) becomes publicly available without 
a breach of a confidentiality obligation; (4) the receiving party received lawfully from 
another source without a confidentiality obligation; (5) is in the public domain without 
breach of this Agreement; or (6) is a comment or suggestion volunteered about the 
other party’s business, products or services. 

b. Protection of Confidential Information. Each party will take reasonable steps to 
protect the other’s Confidential Information and will use the other party’s Confidential 
Information only for purposes of the parties’ business relationship. Each Party shall 
apply the same degree of care and diligence in protecting the confidentiality of the 
other Party's confidential information as it applies to its own confidential information 
of a like nature, and to prevent the unauthorized, negligent, or inadvertent use, 
disclosure, or publication thereof or access thereto. Neither party will disclose 
Confidential Information to third parties, except to its Representatives, and then only 
on a need-to-know basis under nondisclosure obligations at least as protective as 
this Agreement. Each party remains responsible for the use of Confidential 
Information by its Representatives and, in the event of discovery of any unauthorized 
use or disclosure, must promptly notify the other party. Even after its termination, the 
Parties undertake not to disclose any confidential information belonging to the other 
Party to any person other than their respective employees (and only to the extent 
strictly necessary), or as required by law, without the prior written consent of that 
other Party. 

c. Disclosure required by law. If and to the extent required by law, including regulatory 
requirements, discovery request, subpoena, court order or governmental action, the 
Receiving Party may disclose or produce Confidential Information but will give 
reasonable prior notice (and where prior notice is not permitted by applicable Law, 
notice will be given as soon as the Receiving Party is legally permitted) to the 
Disclosing Party to permit the Disclosing Party to intervene and to request protective 
orders or confidential treatment therefor or other appropriate remedy regarding such 
disclosure. Disclosure of any Confidential Information pursuant to any legal 
requirement will not be deemed to render it non-confidential, and the Receiving 
Party’s obligations with respect to Confidential Information of the Disclosing Party 
will not be changed or lessened by virtue of any such disclosure. 

d. Confidential Information and licenses. The Parties accept that the sharing of 
confidential information does not constitute public disclosure for the purpose of 
claiming intellectual property rights in any method, idea, technique, design, formula, 
or algorithm, and they both refrain from using the information shared with them or 
disclosing it publicly. No license in respect of any patent and no copyright of the 
Disclosing Party or any right concerning confidential information which is not 
expressly provided for in this Agreement shall be granted to the Receiving Party. This 
Agreement does not constitute any representation or warranty by the Disclosing 
Party to the Receiving Party with respect to the infringement of patents or other 
rights of third parties. 

e. Duration of Confidentiality obligation. These obligations apply: (1) for Customer Data, 
until it is deleted by Publisher; and (2) for all other Confidential Information, the 
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provisions of this clause shall remain in force even after the date of termination of 
this Agreement. 

IV. Intellectual Property Rights 

Customer is obliged to respect Publisher's intellectual property rights and is bound to report 
to Publisher any breach to Publisher intellectual property rights uncovered during the 
execution of this Agreement. Customer further undertakes to:  

a. not disclose to third parties - during or after the term of this Agreement - any 
undisclosed information communicated to Customer by Publisher in connection with 
the execution of this Agreement, such as technical information regarding Publisher’s 
Offerings, and is bound to not use such information for any purpose other than the 
execution of this Agreement; 

b. inform all its employees, auditors, consultants, and other entities that, for any reason, 
need to access information provided by Publisher under this Agreement, of the 
obligations to which they are subject and only convey said information after clear 
acceptance of the obligations of confidentiality and respect for Publisher's intellectual 
property; 

c. respect all intellectual property rights and non-disclosure of Confidential Information 
to which Publisher is bound before third parties under the same terms agreed with 
Publisher in the previous paragraphs and other documents.  

Customer shall not alter or remove from the Offerings (or Documentation), or alter, any of 
Publisher or its suppliers trademarks, trade names, logos, patent or copyright notices, or 
other notices or markings, or add any other notices or markings to the Offerings (or 
Documentation). Subject to the licenses granted herein, Publisher will retain all right, title 
and interest it may have in and to the Offerings, including all Proprietary Rights therein. 
Nothing in this Agreement will be construed or interpreted as granting to Customer any 
rights of ownership or any other proprietary rights in or to the Offerings.  

V. SLAs. 

Publisher may offer further availability and support obligations for an Offering. Such service 
level agreement (“SLA”) will be made available by the Publisher at the applicable URL for 
such SLA or as otherwise communicated to Customer. 

VI. Verifying compliance. 

Customer must keep records relating to Offerings it and its Affiliates use or distribute. At 
Publisher’s request, Customer shall at least annually provide a signed certification verifying 
that the Offerings are being used pursuant to the provisions of the Agreement. In addition, 
Publisher shall be entitled to periodically audit the Customers use of the Offerings and the 
number of instances used by the Customer to ensure that Customer is using the Offerings in 
accordance with the provisions of the Agreement. If an audit reveals that a Customer has 
used or permitted the use of the software in excess of the number of licenses purchased, 
Publisher shall obtain payment from the Customer for the excessive use. Without limiting 
Publisher’s other remedies, if unlicensed use is 5 % or more of Customer’s total use of all 
Offerings, Customer   must reimburse Publisher for its costs incurred in verification and 
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acquire sufficient licenses to cover its unlicensed use at 125 % of the then-current Customer 
price or the maximum allowed under applicable law, if less. All information and reports 
related to the verification process will be Confidential Information and used solely to verify 
compliance. 

VII. Representation and warranties. 

Publisher continuously represents and warrants that: 

a. it has full rights and authority to enter into, perform under, and grant the rights in, this 
Agreement; 

b. its performance will not violate any agreement or obligation between it and any third 
party; 

c. the Offering will substantially conform to the Documentation; 

d. the Offering will not: 

(1) to the best of Publisher’s knowledge, infringe or violate any third party patent, 
copyright, trademark, trade secret, or other proprietary right; or 

(2) contain viruses or other malicious code that will degrade or infect any 
products, services, software, or Customer’s network or systems, and 

e. while performing under this Agreement, Publisher will comply with law, including 
Data Protection Laws and Anti-Corruption Laws, and will provide training to its 
employees regarding Anti- Corruption Laws. 

Disclaimer. Except as expressly stated in this Agreement, the Offering is provided as is. To 
the maximum extent permitted by law, Publisher disclaims any and all other warranties 
(express, implied or statutory, or otherwise) including of merchantability or fitness for a 
particular purpose, whether arising by a course of dealing, usage or trade practice, or course 
of performance. 

VIII. Defense of third-party claims. 

a. By Customer. Customer will defend Publisher and its Affiliates from and against any 
and all third party claims, actions, suits, proceedings arising from or related to 
Customer’s or any authorized user’s violation of this Agreement or user terms (a 
“Claims Against Publisher”), and will indemnify Publisher and its Affiliates for all 
reasonable attorney’s fees incurred and damages and other costs finally awarded 
against Publisher or its Affiliates in connection with or as a result of, and for amounts 
paid by Publisher or its Affiliates under a settlement Customer approves of in 
connection with a Claim Against Publisher. Publisher must provide Customer with 
prompt written notice of any Claims Against Publishers and allow Customer the right 
to assume the exclusive defense and control of the claim and cooperate with any 
reasonable requests assisting Customer’s defense and settlement of such matter. 

b. By Publisher. Publisher will defend Customer from and against any and all third party 
claims, actions, suits, proceedings, and demands alleging that the use of the Offering 
as permitted under the Contract infringes or misappropriates a third party’s 
intellectual property rights (a “Claim Against Customer”), and will indemnify 
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Customer for all reasonable attorney’s fees incurred and damages and other costs 
finally awarded against Customer in connection with or as a result of, and for amounts 
paid by Customer under a settlement Publisher approve of in connection with a Claim 
Against Customer; provided, however, that the Publisher has no liability if a Claim 
Against Customer arises from: (1) Customer Data or non-Publisher products, 
including third-party software; and (2) any modification, combination or development 
of the Offering that is not performed or authorized in writing by Publisher, including in 
the use of any application programming interface (API). Customer must provide 
Publisher with prompt written notice of any Claim Against Customer and allow 
Publisher the right to assume the exclusive defense and control and cooperate with 
any reasonable requests assisting Publisher’s defense and settlement of such matter. 
This section states Publisher sole liability with respect to, and Customer’s exclusive 
remedy against Publisher for, any Claim Against Customer. 

c. Notwithstanding anything contained in the above subsections (a) and (b), (1) an 
indemnified party will always be free to choose its own counsel if it pays for the cost 
of such counsel; and (2) no settlement may be entered into by an indemnifying party, 
without the express written consent of the indemnified parties (such consent not to 
be unreasonably withheld), if: (A) the third party asserting the claim is a government 
agency; (B) the settlement arguably involves the making of admissions by the 
indemnified parties; (C) the settlement does not include a full release of liability for 
the indemnified parties; or (D) the settlement includes terms other than a full release 
of liability for the indemnified parties and the payment of money. 

IX. Limitation of liability. 

For each Offering, Publisher’s maximum, aggregate liability under this Agreement is limited to 
direct damages finally awarded in an amount not to exceed the amounts Customer was 
required to pay for the Offerings during the term of the applicable licenses, subject to the 
following: 

a. Subscriptions. For Offerings ordered on a subscription basis, Publisher’s maximum 
liability to Customer for any incident giving rise to a claim will not exceed the amount 
Customer paid for the Offering during the 12 months before the incident. 

b. Free Offerings and distributable code. For Offerings provided free of charge and code 
that Customer is authorized to redistribute to third parties without separate payment 
to Publisher, Publisher has no liability whatsoever. 

c. Exclusions. In no event will Publisher be liable for indirect, incidental, special, 
punitive, or consequential damages, or loss of use, loss of profits, or interruption of 
business, however caused or on any theory of liability. 

d. Exceptions. No limitation or exclusions will apply to liability arising out of either 
party’s: (1) confidentiality obligations (except for liability related to Customer Data, 
which will remain subject to the limitations and exclusions above); or (2) violation of 
the other party’s intellectual property rights. 

X. Pricing and payment. 
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Customer’s pricing and payment terms for a given order are set forth and governed by the 
Microsoft Services Agreement and applicable Order. 

XI. Term and termination. 

a. Term. This Agreement is effective until terminated by a party, as described below. 
The term for each Order will be set forth therein. 

b. Termination without cause. Unless otherwise set forth in an Order, either party may 
terminate this Agreement or any Order without cause on 60 days’ notice. Licenses 
granted on a subscription basis will continue for the duration of the subscription 
period(s), subject to the terms of this Agreement. Publisher will not provide refunds or 
credits for any partial subscription period(s) if the Agreement or an Order is 
terminated without cause. 

c. Termination for cause. Without limiting other remedies, it may have, either party may 
terminate this Agreement or any Order immediately on notice if (i) the other party 
materially breaches the Agreement or an Order, and fails to cure the breach within 
30 days after receipt of notice of the breach; or (ii) the other party becomes 
Insolvent. Upon such termination, the following will apply: 

(1) All licenses granted under this Agreement will terminate immediately except 
for fully paid licenses. 

(2) All amounts due under any unpaid invoices will become due and payable 
immediately. 

(3) If Publisher is in breach, Customer will receive a credit for any subscription 
fees, including amounts paid in advance for unused consumption for any 
usage period after the termination date. 

d. Suspension. Publisher may suspend use of the Offering without terminating this 
Agreement during any period of material breach. Publisher will give Customer 
reasonable notice before suspending the Offering. Suspension will only be to the 
extent reasonably necessary. 

e. Survival. The terms of this Agreement, including the applicable Order, that are likely 
to require performance, or have application to events that may occur, after the 
termination or expiration of this Agreement or any Order, will survive termination or 
expiration, including all indemnity obligations and procedures. 

XII. Miscellaneous. 

a. Entire Agreement. This Agreement supersedes all prior and contemporaneous 
communications, whether written or oral, regarding the subject matter covered in this 
Agreement. If there is a conflict between any parts of this Agreement, the following 
order of precedence will apply: 

(1) Order; 

(2) this Agreement; 

(3) Service Level Agreement (SLA); and 
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(4) Documentation. 

b. Independent contractors. The parties are independent contractors. Customer and 
Publisher each may develop products independently without using the other’s 
Confidential Information. 

c. Agreement not exclusive. Customer is free to enter into agreements to license, use, 
and promote the services of others. 

d. Amendments. Unless otherwise agreed in a writing signed by both parties, Publisher 
will not change the terms of this Agreement, including privacy terms, during the term 
of this Agreement. 

e. Assignment. Neither Party may assign any of its rights or delegate any of its 
obligations under this Agreement, whether by operation of law or otherwise, without 
the prior express written consent of the other Party, which shall not be unreasonably 
withheld or delayed. Notwithstanding the foregoing, Publisher may assign this 
Agreement with notice to Customer in connection with any merger or acquisition or 
sale of all or substantially all of Publisher’s or any of its Affiliate’s assets or stock 
(such notice to be delivered within thirty (30) days of such assignment). Such 
assignment will not in any event relieve the assignor of any obligations that accrue 
under this Agreement prior to any such assignment. Subject to the foregoing, this 
Agreement will bind and inure to the benefit of the Parties, their respective 
successors and permitted assigns. Any attempted assignment without required 
approval will be void. 

f. Severability. If any part of this Agreement is held to be unenforceable, the rest of the 
Agreement will remain in full force and effect. 

g. Waiver. Failure to enforce any provision of this Agreement will not constitute a 
waiver. Any waiver must be in writing and signed by the waiving party. 

h. No third-party beneficiaries. This Agreement does not create any third-party 
beneficiary rights except as expressly provided by its terms. 

i. Force Majeure Event. Neither Party will be liable hereunder for any failure or delay in 
the performance of its obligations in whole or in part, on account of riots, fire, flood, 
earthquake, explosion, epidemics, war, strike or labor disputes (not involving the 
Party claiming force majeure), embargo, civil or military authority, act of God, 
governmental action or other causes beyond its reasonable control and without the 
fault or negligence of such Party or its Personnel and such failure or delay could not 
have been prevented or circumvented by the non-performing Party through the use of 
alternate sourcing, workaround plans or other reasonable precautions. If a Force 
Majeure Event continues for more than 14 days for any Offerings, Customer may 
cancel the unperformed portion of the Offerings and receive a pro rata refund of any 
fees prepaid by Customer to Publisher for such unperformed portion. 

j. Notices. Notices must be in writing and will be treated as delivered on the date 
received at the address, date shown on the return receipt, email transmission date, or 
date on the courier or fax confirmation of delivery. Notices to Publisher must be sent 
to the address stated in the Order. Notices to Customer will be sent to the individual 
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at the address Customer identifies on its account as its contact for notices. Publisher 
may send notices and other information to Customer by email or other electronic 
form. 

k. Applicable law. This Agreement shall be governed by the laws of Portugal. The Parties 
expressly agree to submit the resolution of any dispute that may arise regarding the 
execution, compliance, non-compliance and interpretation of this Agreement to the 
Portuguese courts. 

l. Order of precedence. The body of this Agreement will take precedence over any 
conflicting terms in other documents that are part of this Agreement that are not 
expressly resolved in those documents. Terms in an amendment control over the 
amended document and any prior amendments concerning the same subject matter. 

m. Government procurement rules. By accepting this Agreement, Customer represents 
and warrants that: (1) it has complied and will comply with all applicable government 
procurement laws and regulations; (2) it is authorized to enter into this Agreement; 
and (3) this Agreement satisfies all applicable procurement requirements. 

n. Compliance with laws. Publisher will comply with all laws and regulations applicable 
to its provision of the Offerings. Publisher will obtain and maintain any approvals, 
licenses, filings, or registrations necessary to its performance, and will comply with 
all law (including law related to export, corruption, money laundering, or any 
combination of these). Customer must also comply with laws applicable to their use 
of the Offerings. 

o. Construction. Neither party has entered this Agreement in reliance on anything not 
contained or incorporated in it. This Agreement is in English only. Any translation of 
this Agreement into another language is for reference only and without legal effect. If a 
court of competent jurisdiction finds any term of the Agreement unenforceable, the 
Agreement will be deemed modified as necessary to make it enforceable, and the rest 
of the Agreement will be fully enforced to effect the parties’ intent. Lists of examples 
following “including”, “e.g.”, “for example”, or the like are interpreted to include 
“without limitation,” unless qualified by words such as “only” or “solely.” This 
Agreement will be interpreted according to its plain meaning without presuming that 
it should favor either party. Unless stated or context requires otherwise: 

(1) all internal references are to this Agreement and its parties; 

(2) all monetary amounts are expressed and, if applicable, payable, in Euros; 

(3) URLs are understood to also refer to successors, localizations, and information 
or resources linked from within websites at those URLs; 

(4) a party’s choices under this Agreement are in its sole discretion, subject to any 
implied duty of good faith; 

(5) “written” or “in writing” means a paper document only, except where email 
is expressly authorized; 

(6) “days” means calendar days; 
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(7) “may” means that the applicable party has a right, but not a concomitant duty; 

(8) “partner,” if used in this Agreement or related documents, is used in its common, 
marketing sense and does not imply a partnership; 

(9) “current” or “currently” means “as of the Effective Date” but “then-current” means 
the present time when the applicable right is exercised or performance rendered 
or measured; 

(10) “notify” means to give notice under subsection (i) above; and 

(11) a writing is “signed” when it has been hand-signed (i.e., with a pen) or signed via 
an electronic signature service by a duly authorized representative of the 
signing party. 

XIII. Definitions. 

“Affiliate” means any legal entity that controls, is controlled by, or is under common control 
with a party. 

“Anti-Corruption Laws” means all laws against fraud, bribery, corruption, inaccurate books 
and records, inadequate internal controls, money-laundering, and illegal software. 

“Control” means ownership of more than a 50% interest of voting securities in an entity or 
the power to direct the management and policies of an entity. 

“Confidential Information” is defined in the “Confidentiality” section. 

“Customer Data” means all data, including all text, sound, software, image or video files that 
are provided to Publisher or its Affiliates by, or on behalf of, Customer and its Affiliates 
through use of the Offering. Customer Data does not include Support Data.  

“Data Protection Law” means any law applicable to Publisher or Customer, relating to data 
security, data protection and/or privacy, including Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to processing of personal data and the free movement of that data (“GDPR”), and any 
implementing, derivative or related legislation, rule, regulation, and regulatory guidance, as 
amended, extended, repealed and replaced, or re-enacted. 

“Documentation” means all user manuals, handbooks, training material, requirements, and 
other written or electronic materials Publisher makes available for, or that result from use of, 
the Offering. 

“End User” means any person Customer permits to use an Offering or access Customer Data. 

“Feedback” means ideas, suggestions, comments, input, or know-how, in any form, that one 
party provides to the other in relation to recipient’s Confidential Information, products, or 
services. Feedback does not include sales forecasts, future release schedules, marketing 
plans, financial results, and high-level plans (e.g., feature lists) for future products. 

“Insolvent” means admitting in writing the inability to pay debts as they mature; making a 
general assignment for the benefit of creditors; suffering or permitting the appointment of a 
trustee or receiver for all or any of its (i.e., the non-terminating party’s) assets, unless such 
appointment is vacated or dismissed within 60 days from the date of appointment; filing (or 
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having filed) any petition as a debtor under any provision of law relating to insolvency, unless 
such petition and all related proceedings are dismissed within 60 days of such filing; being 
adjudicated insolvent or bankrupt; having wound up or liquidated; or ceasing to carry on 
business. 

“Offering” means all services, websites (including hosting), solutions, platforms, and 
products identified in an Order and that Publisher makes available under or in relation to this 
Agreement, including the software, equipment, technology, and services necessary for 
Publisher to provide the foregoing. Offering availability may vary by region. 

“Order” means an ordering document used to transact the Offering via the Marketplace. 

“Personal Data” means any information relating to an identified or identifiable natural 
person. 

“Representatives” means a party’s employees, Affiliates, contractors, advisors and 
consultants. 

“Standard Contractual Clauses” means the standard data protection clauses for the transfer 
of personal data to processors established in third countries which do not ensure an 
adequate level of data protection, as described in Article 46 of the GDPR. 

“Subcontractor” means any third party: (1) to whom Publisher delegates its obligations 
under this Agreement, including a Publisher Affiliate not contracting directly with Customer 
through an Order; or (2) who, in performing under a contract between it and Publisher or a 
Publisher Affiliate, stores, collects, transfers or otherwise processes Personal Data (obtained 
or accessed in connection with performing under this Agreement) or other Customer 
Confidential Information. 

“Support Data” means all data, including all text, sound, video, image files, or software, that 
are provided to Publisher by or on behalf of Customer (or that Customer authorizes Publisher 
to obtain from an Offering) through an engagement with Publisher to obtain technical support 
for the Offering covered under this Agreement. 

“Use” means to copy, download, install, run, access, display, use or otherwise interact with. 
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DATA PROCESSING AGREEMENT 

 

BY AND BETWEEN 

 

Customer, duly identified on the End User License Agreement (hereinafter, the “Data 

Controller”). 

and 

Publisher, duly identified on the End User License Agreement (hereinafter, the “Data 

Processor”). 

 

Hereinafter, individually each “Party”, and jointly the “Parties”. 

Both Parties, recognizing sufficient legal capacity for the granting of this contract 

(hereinafter, the “Agreement”), 

 

WHEREAS 

I. By virtue of the End User License Agreement entered into between the Parties on 

Azure Market Place and AppSource Marketplace (hereinafter referred to as 

"Contract"), the Data Processor has undertaken to provide the Data Controller with 

the services purchased through the Market Place (hereinafter referred to as the 

“Services”). 

II. For the execution of the Services, the Data Processor needs to process the personal 

data on behalf of the Data Controller. 

III. In order to regulate the processing of personal data carried out under this Agreement, 

both Parties agree that it shall be governed by the Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 April 2016 (hereinafter referred to as 

“GDPR”), namely with regard to the concepts used in terms of personal data, which 

should have the meaning given to them in the GDPR, and by other applicable 

legislation in the field of data protection, namely the Portuguese Law No. 58/2019, of 

8 of August and, in particular, by the following clauses: 
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FIRST 

(Purpose) 

1. The purpose of this Agreement is to define the conditions under which the Data 

Processor will carry out the processing of personal data needed for the correct provision 

of the Services rendered to the Data Controller. 

2. The provision of the contracted Services implies the accomplishment by the Data 

Processor of the following processes: Collection; Recording; Organization; Structuring; 

Storage; Adaptation; Alteration; Retrieval; Consultation; Use; Disclosure by transmission; 

Alignment or combination; Restriction; Erasure; Destruction. 

3. If the provision of Services involves the collection of personal data, the Data Processor 

will comply with the duty of information, according to the instructions provided by the 

Data Controller. 

 

SECOND 

(Term) 

1. This Agreement shall be effective for the entire duration of the Services rendered by the 

Data Processor and better identified in Recital I. 

2. The termination of this Agreement, regardless of the reason, does not affect any rights or 

obligations of the Parties until the date on which the termination takes effect, as well as 

any rights or obligations resulting from applicable legal or regulatory rules or arising from 

any contract entered into between the Parties, which shall subsist after such termination.  

 

THIRD 

(Purpose of the Processing) 

1. The personal data will be processed only to carry out the provision of the contracted 

Services and better identified in Recital I, as well as purposes related to those established 

with this Agreement or those arising from legal obligations.  

2. The Data Processor will not carry out any other processing activities in addition to those 

referred to in this Agreement, and under the terms indicated by the Data Controller, except 

for the fulfilment of its own purposes arising from this Agreement and resulting from legal 

obligations. 
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3. If the Data Processor deems it necessary to process the personal data collected for a 

purpose other than those mentioned in the previous points, it must request prior 

authorization, at least 15 (fifteen) working days in advance, in writing from the Data 

Controller. 

4. In the absence of such authorization, the Data Processor may not carry out such 

processing activity.  

 

FOURTH 

(Categories of Data Subjects and categories of personal data) 

1. The types of personal data that the Data Processor may process under this Agreement 

are the following: 

1.1. Identification data: Name and surname; Tax Identification Number; Identification 

Card; Social Security Number; Address; Mobile phone number; Email; Signature; 

Fingerprint; Image; Voice; Electronic signature; Biometric data; 

1.2. Personal characteristics data: Marital status; Family data; Date of birth; Place of 

birth; Age; Gender; Nationality; 

1.3. Employment details data: Occupation; Employer; Non-economic salary data; 

1.4. Transaction for goods and services data: Goods and services received by the data 

subject; 

1.5. Electronic verification data: ID (unique identifier), Integrity Control, Date and Time of 

receipt of Signature Report; OTP SMS Subscription Data; Date and Time of OTP 

Submission; Date of insertion of the OTP; Date/time of response to specific consent 

requests defined by the Data Controller; Other data potentially included in the 

Signature Report that, legally, may be required for the validation of transactions; 

1.6. Location: IP address; 

1.7. Identification Data and Professional Data of the employees and workers of the Data 

Controller: Name; Email; Mobile phone number; IP address; 

2. The Data Subjects whose data will be processed by the Data Processor under this 

Agreement are the following: Customers and prospective customers; Suppliers; 

Employees. 
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FIFTH 

(Data Controller’s Obligations) 

Without prejudice to others arising from the Law, for the execution of the Services identified 

above, the Data Controller undertakes to: 

a) Make available to the Data Processor the personal data and/or the strict 

information necessary for its proper processing within the scope of the provision 

of the Services; 

b) Actively monitor the provision of Services and the progress of all projects to be 

developed within its scope, responding in a timely manner to the requests of the 

Data Processor and not causing any delay; 

c) Guarantee the secrecy and confidentiality of any data, elements, information or 

documents made available to Data Controller by the Data Processor as a result 

of the provision of Services; 

d) Transmit instructions regarding the processing activities to be carried out 

through written communication; 

e) Maintain the lawfulness of the processing of personal data; 

f) Comply with the obligation of transparency with data subjects; 

g) Keep personal data up to date; 

h) Keep a record of processing activities under its responsibility containing the 

information required by law; 

i) Inform the Data Processor of the existence of any request to exercise rights 

and/or claim in relation to the personal data processed by the Data Processor, 

on behalf of the Data Controller; 

j) Comply with other legal obligations, pursuant to applicable legislation. 

 

SIXTH 

(Data Processor’s Obligations) 

1. The Data Processor undertakes to fulfil the following obligations: 

a) To process the personal data only to carry out the provision of the Services, in 

accordance with the written instructions, at any time, by the Data Controller 

(unless there is a legal obligation that requires complementary processing 

activities, in such case, the Data Processor will inform the Data Controller of that 
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legal requirement prior to the processing activities, unless the Law prohibits it on 

public interest grounds) and only for the period of time strictly necessary for the 

pursuit of these purposes, or for the period of time legally defined. This will not 

include the use of personal data for purposes related to those established in this 

Agreement or those arising from legal obligations; 

b) To maintain the duty of confidentiality with respect to the personal data to which 

it has access, even after the termination of the contractual relationship, as well 

to ensure that the persons for whom it is responsible have undertaken in writing 

to maintain the confidentiality of the personal data processed; 

c) To ensure, considering the state of the art, the costs of implementation, and the 

nature, scope, context and purposes of the data processing, as well as the risks 

of varying likelihood and severity for the rights and freedoms of natural persons, 

that the Data Processor will implement appropriate technical and organizational 

measures to ensure a level of security appropriate to the risk, including in this 

case, among others: 

i. The pseudonymization and encryption of personal data; 

ii. The ability to ensure the confidentiality, integrity, availability and resilience 

of processing systems and services, according to the service level 

contracted; 

iii. The ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident; 

iv. A process of regular testing, assessing and evaluating of the effectiveness 

of technical and organizational measures for ensuring the security of the 

data processing; 

v. In assessing the appropriate level of security account shall be taken into 

account the risks that are presented by data processing, in particular from 

accidental or unlawful destruction, loss, alteration, unauthorized disclosure 

of, or access to personal data transmitted, stored or otherwise processed; 

vi. In any case, the Data Processor guarantees that it complies, at least with 

the medium-level security measures set out in the "Handbook on Security 
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of Personal Data Processing", published on January 29, 2018 by the 

European Union Agency For Network and Information Security1. 

d) To keep under its control and custody the personal data to which it has access 

in relation with the provision of the Services, and to not disclose, neither transfer 

or otherwise communicate the personal data, not even for their preservation, to 

persons unrelated with the provision of the Services covered by this Agreement; 

e) The Data Controller knows and has given express consent to the use by the Data 

Processor to the existing Sub-Processors to this date and declares to know the 

respective identification and subcontracted services, which have been duly 

communicated to Data Controller, contained in Annex I. In particular, the 

telecommunications services used for sending SMS will never be considered as 

not allowed which the Data Processor will always be obliged to comply with, 

under the contractually defined terms; 

f) The Data Processor will inform the Data Controller at least 60 (sixty) days in 

advance of any changes foreseen in the contracting or replacement of the Sub-

Processors, thus giving the Data Controller the opportunity to oppose such 

changes within a maximum period of 15 (fifteen) days after the notification to 

that effect. In the event of opposition by the Data Controller, the Parties may 

terminate the Contract entered into within 30 (thirty) days after exercising the 

right of opposition. The Data Controller can only do so if it has invoked a 

reasonable reason in accordance with the spirit and terms of the Contract 

entered into and of which this annex forms an integral part; 

g) If the Data Processor engages Sub-Processors to carry out specific data 

processing operations on behalf of the Data Controller, Data Protection 

Agreements must be entered into with these Sub-Processors, in accordance with 

the applicable legal requirements in terms of data protection; 

h) Without prejudice to the provisions of paragraph e) of this clause, any company 

belonging to its business group and providing services within the scope of the 

performance of the Contract shall not be considered as a Sub-Processor of the 

Data Processor; 

 
1 https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing 
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i) The Data Processor may carry out transfers of personal data outside the 

European Economic Area that guarantee an adequate level of data protection, 

namely, on the basis of an Adequacy Decision, Binding Rules applicable to 

companies or Standard Contractual Clauses. This means, in particular, the 

storage of personal data on servers located outside the European Economic Area; 

j) Guarantee the reliability of all its employees and eventual collaborators - that is, 

any worker, member of governing bodies, agent, legal representative, service 

provider, attorney or consultant, regardless of the nature and validity of the legal 

relationship that has been established -, who have access to personal data, 

informing them of the legal confidentiality obligations to which they are subject 

or, where applicable, that they have assumed a confidentiality commitment; 

k) In any case, access to the data made by natural persons who render their services 

to the Data Processor, acting within the organizational framework of the Data 

Processor by a commercial and non-labour relationship, is authorized. In 

addition, access to the personal data is granted to companies and professionals 

that the Data Processor has hired in its internal organizational framework in order 

to provide general or maintenance services (computer services, consulting, 

audits, etc.); 

l) To erase or return to the Data Controller, at his choice, all personal data to which 

the Data Processor has had access in order to provide the Services. Likewise, the 

Data Processor undertakes to delete the existing copies, unless there is a legal 

obligation that requires the preservation of the personal data. However, the Data 

Processor may keep the data, duly blocked, for as long as any liability can arise 

from its relationship with the Data Controller and if this conservation is required 

under the applicable legislation on data protection; 

m) In any case, after the start of the process relating to the Services, the User has 30 

(thirty) days to complete it and the Data Processor will notify the Data Controller 

to back up/extract the data of the processes completed successfully, giving the 

Data Controller a period of 7 (seven) days for this purpose. After this period, the 

Data Processor makes a backup of the data for 21 (twenty-one) days, and at the 

end of that period the data will be irreversibly deleted, and the Data Controller 

must back up such data, if deemed necessary. 
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In cases where the processes have not been completed, the Data Processor 

retains the Users' personal data for a maximum period of 30 (thirty) days from 

the start of the process, in order to allow the User to resume it during that period. 

After this period, the Data Processor notifies the Data Controller to 

backup/extract the data, giving it a period of 7 (seven) days for this purpose. After 

this period, the Data Processor makes a backup of the data for 21 (twenty-one) 

days, and at the end of that period the data will be irreversibly deleted, and the 

Data Controller must back up such data, if deemed necessary. 

The Data Controller is responsible for verifying the integrity of the data of the 

processes extracted from the Data Processor's Platform. The recovery of data 

referring to a process created on the Data Processor's Platform will cost € 200.00 

(two hundred euros) plus the VAT rate in force, when requested by the Data 

Controller during the period of 21 (twenty-one) days aforementioned; 

n) To notify without undue delay, and within a maximum period of 48 (forty-eight) 

hours, the Data Controller of personal data breaches - including any accidental 

or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to 

- of which it is aware, providing support and collaboration to the Data Controller 

in notifying security breaches to the Comissão Nacional de Proteção de Dados 

(CNPD) or other competent Supervisory Authority, and, if applicable, to assist the 

Data Controller in complying with the obligation to respond to requests to 

exercise rights that are conveyed to it, as well as in any other obligations to which 

the Data Controller is subject under the data protection legislation, if any related 

action is inflicted on the Data Processor; 

o) To maintain a written record of processing activities carried out on behalf of the 

Data Controller; 

p) To cooperate with the Portuguese Supervisory Authority or with other 

Supervisory Authority, at its request, in the performing of its tasks; 

q) To make available to the Data Controller the whole information necessary to 

demonstrate the fulfilment of the obligations established under this Agreement 

and any others to which the Data Controller is subject under data protection 

legislation, as well as to allow and contribute to the performance of audits, 

including inspections, by the Data Controller or by an authorized third party, upon 
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notification to that effect at least 15 (fifteen) calendar days in advance, unless 

such notification proves impossible due to an emergency situation. The access 

to the Data Processor's facilities may only take place with the supervision of an 

employee of the Data Processor. If the inspection or audit is outsourced to a third 

party, the Data Controller will notify the Data Processor in advance of the identity 

of that third party. The inspection or audit may not be carried out by a competing 

entity and/or with interests in the business area or that conflict with the 

legitimate interests of the Data Processor. The access can only take place with 

the assistance of an employee of the Data Processor, who will be indicated for 

this purpose in the response to the notification. This duty of collaboration will 

always be limited by the duty of confidentiality that the Data Processor has 

undertaken to other clients and Regulatory Entities and in compliance with the 

confidentiality and intellectual property clauses provided for in the Contract. The 

Data Processor may only object to the performance of audits/inspections in duly 

justified cases and communicated to the Data Controller. The lack of proof of the 

correct fulfilment of the obligations assumed by the Data Processor in this 

Agreement, as well as the opposition to carrying out unfounded 

audits/inspections, constitute grounds for termination of this Agreement. 

2. If the Data Processor - including any of its employees or collaborators better listed in 

paragraphs j) and k) of the previous number - or any of his Sub-Processors violates this 

Agreement or any regulation when determining the purposes and means of the 

processing, it shall be held responsible for such processing, and also will be liable for all 

damages, losses or loss of profits that the Data Controller incurs as a result of the 

processing of personal data by the Data Processor in wilful breach of the provisions of 

this Agreement and/or applicable legislation in terms of processing and protection of 

data. 

3. The Data Processor's liability for any damages under the terms of the previous number 

will always be limited to the total amount invoiced and paid by the Data Controller to the 

Data Processor in the year in which the damage was suffered and provided that the Data 

Processor acted with wilful misconduct. The Data Processor will not be liable for any 
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damages in the event that the Data Controller does not comply with the provisions of 

sub-paragraphs l), m), and n) of paragraph 1 of this clause. 

 

SEVENTH 

(Intervening parties’ data) 

1. The personal data included in this Agreement and those exchanged between the Parties 

to enable the provision of the Services will be treated by the other Party in order to allow 

the development, compliance and control of the agreed provision of Services, being the 

basis of the processing the fulfilment of the contractual relationship, and keeping the 

data during all the time in which the said contractual relation subsists and even later, 

until the eventual responsibilities derived from it prescribe. 

2. The Parties undertake to provide this information to the data subjects, as well as to 

inform them that they may write to the addresses indicated in the heading of this 

Agreement in order to exercise their rights of access, rectification, erasure, restriction, 

opposition and portability.  

 

EIGHTH 

(Notices) 

1. All communications, notices, authorizations, requests and/or claims to be made in 

execution of this Agreement will be made through the contacts provided in the Contract. 

2. These contacts will remain in effect until a new contact is communicated to the other 

Party. 

3. Any change to the contacts indicated in the Contract shall be immediately communicated 

to the other Party. 

 

NINTH 

(Miscellaneous) 

1. The Parties undertake not to assign their position in this Agreement to any third party 

without the prior written consent of the other Party. 

2. This Agreement may be amended only in writing, and by mutual agreement, by the 

Parties. 
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3. If any provision of this Agreement is or becomes illegal, unenforceable or invalidated, in 

whole or in part, the validity and effectiveness of the remaining provisions will not be 

affected or limited in any way. In such circumstances, the Parties undertake to convert 

the invalid or ineffective stipulation into another that is not the object of such negative 

valuation and permits, as far as possible, to achieve the same satisfaction of interests 

that the Parties aimed at with said invalid or ineffective stipulation. 

4. The provisions of the Contract will apply to any matters that are not specifically regulated 

in this Agreement. 

5. This Agreement shall be interpreted in accordance with the Contract. 

6. No failure or delay by either Party in exercising any right, power, or remedy under this 

Agreement, except as specifically provided herein, shall operate as a waiver of any such 

right, power or remedy. 

 

TENTH 

(Applicable Law and Jurisdiction) 

1. This Agreement shall be governed by the Portuguese and European regulations, as well 

as by the resolutions and guidelines of the Portuguese Supervisory Authority and other 

competent bodies in this matter.  

2. In order to resolve any discrepancy regarding the interpretation and/or the enforcement 

of the provisions of this Agreement, both Parties submit to the jurisdiction of the Courts 

and Tribunals of Porto, Portugal, with express waiver of any other legislation or 

jurisdiction that may correspond.  
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ANNEX 1 – SUB-PROCESSORS LIST 

 

This list is a complete list of all sub-processors engaged by LOQR for the purpose of 

processing, storing and monitoring data on your behalf, including the new sub-processors 

(to be updated and re-submitted each time a new sub-processor is engaged). 

 

Company Name Address 
Nature and purposes 

of the processing 

Amazon Web Services EMEA 

SARL, Sucursal em Portugal 

Avenida D. João II, 50, 4º, 

Edifício Mar Vermelho, 1990 

-095 Lisboa 

Cloud Services 

SMS Sending 

Nos Comunicações, S.A. 

Rua Actor António Silva, Nº 

9, Campo Grande, 1600-404 

Lisboa 

Hosting 

Telesign Corporation 

13274 Fiji Way Suite 600, 

Marina del Rey, CA 90292 

USA 

SMS Sending 
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